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REMO TECH SUPPORT

Having technical problems?

* Please use the pink “Need Help?”
button at the bottom left of your
screen for live chat support.

Need




how to PARTICIPATE

UIC

Live Chat and Q&A

At the top right of the screen
e Chat with one another.

e Submit questions using the Q&A
tab at the top right of your screen.

e Upvote the questions
you’re most interested in
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Chat Participants

These progra~ .end to be in Pharma.
do you se~ .eason why they are less
comm” .n other fields

Is there longitudinal data to show
career outcomes for researchers who
went through this process

Kryste Ferguson

For any of the presenters - what are
the biggest challenges you face in
finding success with your postdoc
program?

What advice would you give a
company thinking about starting a
program

Comment: from what Anne described
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how to PARTICIPATE

Handouts and Recordings Session Content

¢ Available handouts can be downloaded Files

from the Session Content tab in the
Attendee Hub. @ 189 kB

eSession recordings will be posted in the
Attendee Hub. You will be notified via
email when they are available at uidp.org.
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NEW NEGOTIATOR TRAINING

e UIDP Contract Accords
G sEERE o UIDP Researcher’s Guide

Collaborative

Agreement Overview

e Tip Sheets- ISU Timelines/Types of Agreements

e Standard Operating Procedures for Processing
ISU Research .
Administration Agreements in ISU

e Traffic Light- Green, Yellow, Red
e Terms rationales




New to University/Research
Administration ISU TRAINING
New to Research Contracts
New to Negotiations

New to University/Research Administration

1. ISU has a 3 hour a week 10 week training
course “SPECs” reviewing Sponsor Programs
Accounting, budgeting and Federal
Agencies’ requirements (only offered once
every 2 years)

2. Review of UIDP Researcher Guide

3. NCURA course on working with Federal
Agencies, compliance issues, research
administration- this year online.

4. Attend monthly meeting for Grant
Coordinators. Review changes and updates
of procedures and discussion of concerns
and solutions.
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New to University/Research Administration
New to Industry Funded Research
Contracts

New to Negotiations

New to Industry Funded Research
Contracts

1. Review of UIDP Contract Accords
and University Agreement
Templates in video presentations.

2. Tip sheets

3. Olympic Document basic terms
required, for each type of Industry
Research Agreement.

4. Stoplight RED, YELLOW, GREEN
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Industry Sponsored Research — A

Pathway to Success

Finding Industry Callaborators

Prolecling Rescarch lnlormation & Malerials
Mon-Disclosure Timeline

Forming an Industry Consartium
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New to University/Research Administration

New to Industry Funded Research
Contracts

New to Negotiations

New to Negotiations

Common Terms & Conditions and
Contract Accords

OIPTT Common Terms and Conditions

Getting to Yes on a chapter by Chapter

LES offers negotiation seminars locally.
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Common Terms & Conditions within Non-Disclosure Agreements

CLAUSES GENERAL RULE & SAMPLE LANGUAGE ALTERNATIVES COMMENTS / RAT
ALTERNATIVE AVOID MANDATORY ARBITRATION and BINDING MEDIATION. Obtain OUC approval before use. ISU can agree to higher- | Inthe eventofac
DISPUTE In general, arbitration clauses are to be avoided. If the other party is insistent on such a clause, OUC must approve and Ie_vel_dlscuss.lor.\s, non- ISU, as a State en
RESOLUTION: X . X . . . . | binding mediation, or would be represet
review to avoid a process which disadvantages the University. By law, disputes between agencies of the state of lowa are submission of the the lowa Attorne
ARBITRATION & submitted to binding arbitration (lowa Code §679A.19). N . y
MEDIATION dispute to a court of General’s Office.

Arbitration is a
process of
dispute resolution
in which a neutral
third party
(arbitrator)
renders a
decision after a
hearing at which
both parties have
an opportunity to

ISU could agree to language requiring mediation before a fairly selected mediator. The mediation process allows ISU to
decide if a mediated proposal is beneficial to the University. However, if a mediation clause indicates it involves binding
mediation, the Office of University Counsel must review and approve the language.

For international agreements, it may be preferable to arbitrate than to litigate in the courts of a foreign country. Consult
with OUC.

competent jurisdiction.

“Reasonable efforts
shall be made by both
parties to resolve
disputes. If the parties
cannot agree on the
efforts to be made, the
agreement may be
terminated. However,
the confidentiality
obligations shall survive
termination of the

Office has not aut
ISU to limit its disc
regarding how to |
such disputes.

be heard. Asreement.”
Mediation is a ¢ :
facilitated
negotiation.
AMENDMENTS & ALWAYS IN WRITING AND SIGNED BY BOTH PARTIES. ISU needs to revie
MODIFICATION d ch <
ODIFICATIONS “This Agreement may only be amended if done so in writing and signed by both parties.” 2:;?:&;;;?;
Cr?a_ngmg the determine whethe
original . .
and desires to imj
agreement.
the change.
ASSIGNMENT OF | Generally only allow a party to assign an agreement to another party with prior written approval. ISU rarely assigns
AGREEMENT agreement to ano

The process by
which one party
legally transfers
contractual rights

To ensure confidential information is kept confidential and shared only as appropriate, the assignment clause is an
essential mechanism to ensure confidential information is only shared as necessary.

“This Agreement may not be assigned or transferred by either party without the prior written consent of the other party,
with such consent not being unreasonably withheld.

entity; however, A
Laboratory does
the ability to assig
successor M&0O
contractor.








Common Terms & Conditions within Non-Disclosure Agreements



		
CLAUSES

		GENERAL RULE & SAMPLE LANGUAGE

		ALTERNATIVES

		COMMENTS / RATIONALE



		ALTERNATIVE DISPUTE RESOLUTION:

[bookmark: _Toc228002091][bookmark: _Toc228002235][bookmark: _Toc228004458][bookmark: _Toc228006848]ARBITRATION  & MEDIATION

Arbitration is a process of dispute resolution in which a neutral third party (arbitrator) renders a decision after a hearing at which both parties have an opportunity to be heard.  Mediation is a facilitated negotiation.

		AVOID MANDATORY ARBITRATION and BINDING MEDIATION. Obtain OUC approval before use.

In general, arbitration clauses are to be avoided. If the other party is insistent on such a clause, OUC must approve and review to avoid a process which disadvantages the University. By law, disputes between agencies of the state of Iowa are submitted to binding arbitration (Iowa Code §679A.19).

ISU could agree to language requiring mediation before a fairly selected mediator. The mediation process allows ISU to decide if a mediated proposal is beneficial to the University. However, if a mediation clause indicates it involves binding mediation, the Office of University Counsel must review and approve the language.

For international agreements, it may be preferable to arbitrate than to litigate in the courts of a foreign country.  Consult with OUC.

		ISU can agree to higher-level discussions, non-binding mediation, or submission of the dispute to a court of competent jurisdiction.

“Reasonable efforts shall be made by both parties to resolve disputes. If the parties cannot agree on the efforts to be made, the agreement may be terminated. However, the confidentiality obligations shall survive termination of the Agreement.”



		In the event of a dispute, ISU, as a State entity, would be represented by the Iowa Attorney General’s Office.  That Office has not authorized ISU to limit its discretion regarding how to handle such disputes.  





		AMENDMENTS & MODIFICATIONS

[bookmark: _Toc228002237][bookmark: _Toc228004460][bookmark: _Toc228006850]Changing the original agreement.



		ALWAYS IN WRITING AND SIGNED BY BOTH PARTIES. 

“This Agreement may only be amended if done so in writing and signed by both parties.”

		

		ISU needs to review proposed changes to the original agreement to determine whether it can and desires to implement the change.



		ASSIGNMENT OF AGREEMENT

The process by which one party legally transfers contractual rights and obligations to another party.

		Generally only allow a party to assign an agreement to another party with prior written approval.  

To ensure confidential information is kept confidential and shared only as appropriate, the assignment clause is an essential mechanism to ensure confidential information is only shared as necessary. 

“This Agreement may not be assigned or transferred by either party without the prior written consent of the other party, with such consent not being unreasonably withheld. “



		

		ISU rarely assigns an agreement to another entity; however, Ames Laboratory does require the ability to assign to a successor M&O contractor.



		INTELLECTUAL PROPRETY/ ASSIGNMENT OF FUTURE INVENTIONS





		AVOID 

Assignment of future inventions language appears when the party providing the confidential information seeks to take ownership of any inventions developed using the information provided.  

The purpose of an NDA is for discussion only.  If research or creation of intellectual property is contemplated, the parties must enter into a separate, written agreement which will govern the research and intellectual property ownership.  



		

		



		[bookmark: _Toc228004461][bookmark: _Toc228006851]ATTORNEYS FEES & COURT COSTS

Agreeing to pay such fees & costs incurred by the party.

		AVOID 



		If agreed to, make it a symmetrical obligation triggered by a definite cause such as losing litigation.

		Costs can be crippling.

ISU believes a court is best positioned to determine whether to award such fees and costs.



		[bookmark: _Toc228004464][bookmark: _Toc228006854]COMPLIANCE WITH LAWS & RULES



		ACCEPTABLE

ISU can and will agree to comply with all applicable federal, state and local laws and regulations.  ISU expects collaborators to do the same.  

ISU, as a sovereign State entity, generally does not want to subject itself to laws and regulations of foreign jurisdictions.  

Avoid agreeing to comply with “guidelines” because compliance with those is not always required or desired, and the meaning of “guidelines” is not clear.  Guidelines, unlike laws and regulations, are not always subject to a thorough public creation and amendment process and easily accessible.

Generally avoid agreeing to comply with collaborator policies unless they are in writing, provided to and reviewed by ISU prior to signing the agreement, and not subject to change unilaterally by collaborator.  ISU may have a policy addressing the same matter as the collaborator’s policy, and if so, ISU prefers to abide by its own policy rather than the collaborator’s policy.

		

		The meaning of “guidelines” is not clear and guidelines are not always binding on ISU.





		DEFINITION OF “CONFIDENTIAL INFORMATION”  



		EXERCISE CAUTION

Confidentiality requirements necessitate proper oversight and administration, and should not be agreed to lightly. The definition of “confidential information” must be narrowly drafted to protect only the information necessary and not unnecessarily restrict the sharing of information.  

· “Confidential Information” must be clearly defined and not so inclusive as to be anything and everything. The burden is on the disclosing party to identify what is considered “Confidential Information.” Avoid language which incorporates information that reasonably should be understood as confidential or references to residual information (i.e., information retained in an employee’s memory).  Confidential information should be specifically limited to an opportunity or discussion topic and should be narrowly tailored to identify the types of information to be shared (financial, technical, etc.)   

· Confidential Information should be labeled as such when disclosed, or if disclosed orally then reduced to writing and identified as confidential within a reasonable (e.g., 10) number of days.

· As a public entity subject to the Iowa Public Records Law (Iowa Code Chapter 22), ISU does not enter into secret agreements and does not consider the existence of or a non-disclosure agreement itself to be confidential.  Specific confidential information could be added as an attachment or exhibit to an agreement and that attachment or exhibit could itself be confidential but collaborators cannot not mark the entire agreement as confidential.

· Results of research should not be included in the definition of Confidential Information because if results are confidential ISU may not be able to publish them and that could be an unacceptable publication restriction.  See also the “Export Controls” entry.



		“It is anticipated that no Confidential/Proprietary Information will be disclosed between the parties in the performance of the work described in Exhibit A. Therefore, neither party shall be responsible for the protection of such Confidential/Proprietary Information. However, if the need to disclose proprietary information arises, a separate Confidentiality Agreement will be executed between the parties and incorporated into this Agreement through written modification to this Agreement.”





		As a state entity ISU is subject to public records laws. As a public university receiving public funds it is also important to advise the community and the State Board of Regents of the business relationships formed by ISU.

ISU’s experience is that confidential information generally losses its inherent confidential nature, due to such factors as staleness or filing for patent protection within 5-7 years.  That is likely why such a period or actually even 3-5 years for a confidentiality obligation is standard in these types of agreements.  For ISU to agree to a perpetual confidentiality obligation would be administratively burdensome, as over time it becomes more difficult to track and protect information received.  If the collaborator and ISU were to later enter into a sponsored research project, then the agreement for that project would contain confidentiality obligations which could in effect extend similar or identical obligations under an NDA.

ISU does not generally require its employees to sign a separate confidentiality agreement for a specific sponsored project.  ISU believes doing that would not be necessary because the employee is already bound, by virtue of his/her employment/appointment with ISU, to abide by the applicable provisions within the agreement itself.



		DISCLAIMER OF WARRANTY

Refusing to fully stand behind the accuracy of information being shared. 

		ISU should not make any representation, warranty, whether express or implied, regarding the accuracy of the information furnished under a non-disclosure agreement.  Any disclaimer of warranty must be conspicuous and usually is presented in all capital letters or bolded/colorful fonts.

“ALL INFORMATION EXCHANGED HEREUNDER IS AS-IS AND WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, ANY WARRANTIES REGARDING ITS ACCURACY, COMPLETENESS, PERFORMANCE OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS OR ITS MERCHNABILITY OR FITNESS FOR A PARTICULAR PURPOSE.”   



		

		The purpose of an NDA is to protect the confidentiality of information shared.  Concerns associated with the accuracy of information shared may be addressed in a subsequent agreement for research as discussions progress.  







		DURATION (TERM) OF AGREEMENT AND CONFIDENTIALITY RESTRICTIONS



		The duration of the agreement should be clearly defined, setting an effective date and completion/expiration date.  This duration is the disclosure period, and is the period of time when parties are free to share Confidential Information. A common effective date is the last date a party signs the agreement.  ISU generally prefers agreements expiring not longer than 3-5 years from signature. 

"Effective Date" means the last date stated on the signature page of this Contract.” 

 “The Agreement shall be valid for a period of XX (number) of years from the Effective Date of the Agreement.” 

Although the term of the non-disclosure agreement expires, ISU may still be required to maintain confidentiality for a set period of time as defined in the agreement.  This confidentiality obligation should be of limited duration to protect the confidentiality of information shared for a defined period of time, but not indefinitely. The period of time typically depends on the value of the Confidential Information and how quickly the information may become obsolete.  In general, 3, 5, or up to 7 years after an agreement expires is an acceptable duration.  

Upon expiration of the confidential period, the confidentiality restrictions no longer apply.  



		Does collaborator expect any or all of its confidential information which it plans to disclose to ISU to maintain its confidential nature longer than 5-7 years?  If so, describe in general terms which items and for how long it reasonably expects those items to maintain their confidential nature.  ISU could possibly apply a reasonably longer (e.g., up to 10 years total) confidentiality obligation to those items, but would need collaborator to mark or otherwise clearly identify those items, and agree that ISU first be given the right to accept or reject receipt of such information if ISU determines it cannot practically maintain such information’s confidentiality for the proposed length of time.  This approach would apply a standard (3-5 year) confidentiality obligation to confidential information not specified (perhaps in an Exhibit to the Agreement) as receiving a longer confidentiality obligation.

		As a State entity, ISU generally promotes the dissemination of information and is not well positioned to maintain confidentiality indefinitely.  



		EXCEPTIONS TO CONFIDENTIALITY

		NDAs typically contain exceptions to the definition of Confidential Information to carve out information that may already be publicly available to the receiving party and therefore should not fall under the purview of this Agreement.  In general, Confidential Information should not include information which:

•Is already in the public domain;

•Becomes public knowledge without breach of the agreement;

•Is already in the possession of ISU or its employees at the time of disclosure and was not obtained under a duty of confidentiality from the disclosing party;

•Is received from a third party that did not receive the information under a confidential agreement; or

•Is independently developed by the University or its employees.

· Results of a research should not be included in the definition of Confidential Information because if results are confidential ISU may not be able to publish them and that could be an unacceptable publication restriction.  See also the “Export Controls” entry.

· ISU must be allowed to disclose information "when required by law, regulation, court order or subpoena".  



Ames Laboratory is required under its prime contract to include the following language: 



“These provisions are consistent with and do not supersede, conflict with, or otherwise alter the employee obligations, rights, or liabilities created by existing statute or Executive order relating to (1) classified information, (2) communications to Congress, (3) the reporting to an Inspector General of a violation of any law, rule, or regulation, or mismanagement, a gross waste of funds, an abuse of authority, or a substantial and specific danger to public health or safety, or (4) any other whistleblower protection. The definitions, requirements, obligations, rights, sanctions, and liabilities created by controlling Executive orders and statutory provisions are incorporated into this agreement and are controlling.”  





		

		ISU does not want to agree to hold information as confidential if it may already be publicly available.  



		EXCLUSIVITY

Limiting a party’s ability to contract with third parties.

		EXERCISE CAUTION

Sometimes a non-disclosure agreement will require that ISU services or product be available only to the other party, or that ISU only partner with the other party. Such clauses can be troublesome because they bind the whole university for the benefit of one unit. It may be difficult for the University to meet the requirements of such contracts.

“This Agreement is not exclusive; ISU reserves the right to discuss this opportunity with other parties, and nothing herein shall prohibit ISU from provide tasks similar or identical to the Project to third parties.”

		Limit any required exclusivity provision to only the PI or department involved with the project, and for a short time period.

		Collaborators probably do not intend to limit the entire University, but it is best to clarify roles and responsibilities prior to engagement.



		EXPORT CONTROLS



US laws and regulations limiting the transfer of sensitive items and information to foreign persons both within and outside the US as a means to promote national security interests and foreign policy objectives.

		SEE ISU EXPORT CONTROL POLICY 

http://www.compliance.iastate.edu/control.html 

ISU can agree to comply with US export control laws and regulations.

Ask ISU’s export control coordinator within ISU’s Office for Responsible Research to review agreements containing export control language or otherwise implicating export controls.

If an item or information is export controlled, ISU may need to obtain a license from the federal government before transferring the item or information to a foreign person, even if that foreign person is physically present in the US. 

However, common ISU activities are often excluded from the requirements for licenses.  One such exclusion is for fundamental research, which is defined in National Security Decision Directive 189 (http://fas.org/irp/offdocs/nsdd/nsdd-189.htm) as “basic and applied research in science and engineering, the results of which ordinarily are published and shared broadly within the scientific community, as distinguished from proprietary research and from industrial development, design, production, and product utilization, the results of which ordinarily are restricted for proprietary or national security reasons."  This exclusion may be unavailable if an agreement contains restrictions on publication or disclosure.

Possible export control implications:

· Publication restriction, including collaborator owning research results.

· Involvement of foreign nationals in the project.

· Collaborator located in Cuba, Iran, Iraq, North Korea, or Syria.

· Reference to the Commerce Control List (CCL) or US Munitions List (USML)

· Reference to a Defense Priorities and Allocations System (DPAS) Rating

· DFAR Clause 252.204-7000

· Traveling internationally

· Shipping items internationally

· Encryption

		“The parties understand that materials and information resulting from the performance of this Agreement may be subject to export control laws and that each party is responsible for its own compliance with such laws.  A party shall notify the other party before transferring export controlled information or items to that other party, and that other party reserves the right to refuse receipt of the proffered information or items.”

		



		GOVERNING LAW / JURISDICTION / CHOICE OF LAW / VENUE

Which law governs?

Which court would handle disputes? 

		Agreeing to be governed by another state’s or country’s law, or to resolve a dispute in another state’s or country’s courts (venue), creates problems for the Iowa Department of Justice, which by law represents ISU, and that office is only located in Iowa. It implicates and possibly waives the sovereign immunity of the State of Iowa. The costs of defending the University increase dramatically if private attorneys must be retained in the other state or country.  If litigation is elsewhere, the PI and others involved in the project may be required to travel and spend time at considerable cost (likely paid by the PI’s department) in other states or countries for that litigation.   The collaborator may also be more likely to litigate a matter if it is able to do so in its own location.   

Options:

· First preference: Iowa.  This is especially appropriate if all or most of the project will be conducted in Iowa.

“This Agreement shall be construed in accordance with the laws of the State of Iowa, without giving effect to its conflicts of law provisions, and any litigation or actions commenced in connection with this Agreement shall be instituted in a court of competent jurisdiction in the State of Iowa.”

· Second preference: Delete & remain silent.

· Third preference: Iowa if the collaborator brings an action against ISU, and the collaborator’s preference if ISU brings an action against the collaborator.  This approach discourages unnecessary litigation and would allow each party to defend in their home jurisdiction.  

“If Collaborator initiates any litigation or action in connection with this Agreement, then this Agreement shall be construed in accordance with the laws of the State of Iowa, without giving effect to its conflicts of law provisions, and any litigation or actions so commenced in connection with this Agreement shall be instituted in a court of competent jurisdiction in the State of Iowa.  If ISU initiates any litigation or action in connection with this Agreement, then this Agreement shall be construed in accordance with the laws of the State of _________, without giving effect to its conflicts of law provisions, and any litigation or actions so commenced in connection with this Agreement shall be instituted in a court of competent jurisdiction in the State of __________.”  

For international agreements, it may be preferable to arbitrate than to litigate in the courts of a foreign country.  Consult the Office of University Counsel.

		

		By law, the Attorney General office represents ISU in litigation and the use of any other counsel has to be approved by the State’s Executive Board, which includes representatives of the Governor’s and Attorney General’s office.



		INCORPORATED DOCUMENTS

		A contract can refer to a separate document and indicate the terms of the separate document are part of the current agreement. All the documents that are referenced are then legally recognized as part of the contractual agreement. A subcontract, for example, might incorporate by reference the terms of the agreement between the general contractor and the customer.

Incorporation by reference can help make a contract more concise. Rather than repeating every last detail, the contract refers the reader to the original source of information. This requires a party, however, to carefully review the contract to ensure one understands the full extent of the agreement. A contract that appears simple and straight forward on its face can actually incorporate complex concepts that require additional research and consideration. If the contract refers to a certain law for definitions, a set of industry standards, a particular type of formula for calculations, etc., be sure to understand the referenced material. In many cases it is helpful to attach the document referenced as an exhibit to the contract.

“This Agreement (including Attachment A) constitutes the entire agreement between the parties with respect to the subject matter of this Agreement…”

		

		Incorporating a trade secret defined in an Attachment A is an example of an incorporated document.



		INDEMNIFICATION

A party agreeing to be responsible for the liabilities imposed by a third party on the other party.







		

CAREFULLY REVIEW 



Many indemnification clauses attempt to protect the collaborator from all liability, even if the collaborator is at fault.  ISU cannot agree to a clause making ISU responsible for another party's wrongful conduct.

In Iowa, as in most states, its constitution (see Article VII, Section 1) forbids the state from assuming or becoming responsible for the debts or liabilities of another party. In general, ISU can and will accept liability for the negligence of ISU or its employees and agents as provided by the Iowa Tort Claims Act, Iowa Code Chapter 669.  Because except where waived (as in the Iowa Tort Claims Act) the State of Iowa is sovereignly immune from lawsuits, any indemnification must be limited to the extent permitted by the Iowa Tort Claims Act.  There is no dollar limit for claims under Iowa Code Chapter 669.  The obligation to pay an award under the statute is backed by the state treasury (see Section 669.11).  Iowa Code § 669.2 uses the following phrase as the triggering mechanism for a claim: “caused by the negligent or wrongful act or omission of any employee of the state while acting within the scope of the employee's office or employment.”

ISU benefits from having the other party indemnify ISU for the other party’s work on the contract. Such a clause is especially important when the contract may expose ISU students or employees to unusual hazards.

Acceptable language:

“Each party to this Agreement agrees to be responsible for the liabilities arising out of their own conduct and the conduct of their officers, employees and agents acting within the scope of their employment.” 

-or-

“To the extent permitted by law (including the Iowa Tort Claims Act, Iowa Code Chapter 669), IOWA STATE UNIVERSITY shall be responsible for its own negligence and that of its officers, employees and agents acting within the scope of their employment.”

-or-

“To the extent permitted by law (including the Iowa Tort Claims Act, Iowa Code Chapter 669), each Party shall indemnify and hold the other harmless from and against liabilities, losses, damages, claims, or causes of action, and any connected expenses that are caused, directly or indirectly, by or as a result of the negligent performance by each other (or by their agents or employees acting within the scope of their employment) of this Agreement, except that nothing herein shall be construed to require either Party to indemnify the other Party from that Party's negligence.”

-or-

“To the extent permitted by Article VII, Section 1 of the Iowa Constitution, the Iowa Tort Claims Act (Iowa Code Chapter 669) and other applicable Iowa law…”

		“ISU’s obligation to defend and its acceptance of a defense from Party X is subject to the approval of the Iowa Attorney General.”

		By law the AG’s office represents ISU in litigation and ISU does not have authority to retain other attorneys.  The AG’s office may not undertake legal representation of an indemnitee.  Conversely, the AG’s office may not approve the indemnitor’s attorney representing ISU.







		INDIVIDUALS COVERED UNDER AN NDA 

		Confidential Information should be shared on a “need to know” basis with individuals receiving Confidential Information subject to this Agreement. This may include ISU employees and students.  All persons receiving Confidential Information provided under an NDA must agree to be bound by the terms on their own behalf prior to receipt of Confidential Information.  

“Recipient shall have the right to disclose Provider’s Confidential Information to employees and students of its organization, provided that Recipient causes such employees and students to be bound by the terms of this Agreement.” 

Ames Laboratory reserves the right to share confidential information with the federal government. 

“Notwithstanding the foregoing, Information may be disclosed to employees of the United States Government who are subject to the U.S. Trade Secrets Act ( 18 U.S.C. 1905) regarding further disclosure in accordance with the Prime Contract.”

		

		



		INDUSTRY STANDARDS / DEGREE OF CARE

		ISU is not an industry member, and does not agree to conduct itself according to industry standards.  To avoid committing to an ambiguously high standard, agree to use "reasonable efforts" or the same standard of care it uses when protecting its own similar confidential information.

“Recipient shall use the same degree of care to protect Confidential Information received under this Agreement as it uses to protect its own information of a similar nature, but in any event, not less than reasonable care under the circumstances.”  

		

		



		
INJUNCTIONS & SPECIFIC PERFORMANCE

Equitable remedies imposed by a court requiring or disallowing specific action.

		Non-Disclosure Agreements may contain a clause that a breach by ISU would cause irreparable harm and/or that money damages would be an inadequate legal remedy and, therefore, an equitable remedy such as an injunction is consented to by ISU.  Such clauses may state a party’s right to SEEK an injunction but should not agree to the future existence of unknown harm or damages and should not allow for an automatic entry of an injunction against ISU.  Any injunctions are only to be issued after ISU has the opportunity to appear in court.

Non-disclosure agreements may also call for the ability to obtain equitable relief without posting bond.  ISU can agree to a party’s right to seek from a court that posting bond not be required, but ISU believes a court is best positioned to determine whether posting bond is appropriate and if so then at what amount.

“ISU agrees such a breach may cause irreparable harm and/or that money damages could be an inadequate legal remedy.  ISU agrees that a party, in the event of such a breach, may seek equitable relief including an injunction or specific performance.”

		

		



		INTEGRATION

The written agreement represents the entire understanding of the parties.

		ACCEPTABLE

Written contracts often have an integration clause that specifies that the contract represents the whole understanding of the parties, and that no changes are binding unless executed in writing. Such clauses are acceptable as long as the contract is managed in that manner, and those carrying out the work adhere to the requirement for documenting by amendment any changes.

“This Agreement (including Attachment A) constitutes the entire agreement between the parties with respect to the subject matter of this Agreement and supersedes all prior agreements, whether written, oral, or implied.  All terms and conditions in other instruments, including purchase orders issued by Customer, are void.”  

		 “This Agreement contains the entire understanding between the parties and any representations that have been made before or after the signing of this Agreement, which are not contained herein, are nonbinding, void and of no effect. Neither of the parties has relied on any such prior representation in entering into this Agreement.”

		



		LIMITATION OF LIABILITY 

Excluding liability for certain losses or setting fixed loss limits.

		GENERALLY AVOID

A party may request to exclude certain types of damages (e.g., special, consequential, incidental or indirect) from its possible liability or to cap the maximum possible allowable amount of liability to a certain amount.  

In general if a recipient of discloses Confidential Information in contravention of the terms of the NDA, the damages suffered by the disclosing party will likely be indirect or consequential damages. Excluding these damages would weaken the enforceability of the NDA and limit resolution of a disclosure of confidential information to injunctive relief only.  



		

		ISU expects the other party to be responsible for all of its liabilities.  

Iowa law prohibits state agencies from agreeing to clauses that limit a vendor's/provider's liability for criminal acts, fraudulent conduct & other intentional misconduct.



		LIQUIDATED DAMAGES

Pre-determined amount of damages for breach of the contract.

		AVOID

Liquidated damages are not favored by the courts if they are seen as a “penalty.” Most courts will not find a “penalty” if the amount of actual damages caused by a breach is difficult to compute and the liquidated damage amount stated in the agreement is a good faith attempt to estimate what actual damage that would occur if the agreement was breached. Such clauses should be reviewed centrally to assure fairness and reasonableness.  Note that a liquidated damages clause can become a form of unfair limitation on liability, if the damage is set so low as not to protect one of the parties.

		

		



		NOTICE

Formally notifying the other party of something.

		REASONABLENESS STANDARD

Determine who (PI, OSPA, OIPTT?) is best positioned to receive formal notices (e.g., early termination) under the agreement.  

Determine whether notices must be via overnight courier or US Mail, or whether via email or fax is acceptable.  

Determine when notice is effective—upon delivery or receipt? Also consider the time period for notifications – is thirty days’ sufficient? 

		

		



		OWNERSHIP OF CONFIDENTIAL INFORMATION

		The NDA should make clear that no license or other rights to the Confidential Information is conveyed when sharing information under a non-disclosure agreement.  Depending upon the type of Confidential Information shared, a prohibition on reverse engineering may also be included.  Reverse engineering is the process of disassembling a product to obtain confidential information.  



“Unless otherwise specified in writing, all Confidential Information remains the Provider's property.”  

“Neither the execution of this Agreement, nor the disclosure of any Confidential Information hereunder, shall be construed, implicitly or otherwise, as granting Recipient a right or license to use the Information, or any right to ownership, with respect to the Information now or hereafter owned or controlled by the Disclosing Party.”

		

		



		PARTIES



		ISU is a land grant public institution of higher education owned and operated by the State of Iowa, under the governance pursuant to Iowa Code Chapter 262 of the Board of Regents, State of Iowa. The Board of Regents is appointed by the Governor and confirmed by the State Senate. Because the Board of Regents holds the corporate powers of Iowa State University, the University is not deemed to be legally separate.

Identify the parties to the agreement, both in the preamble and in the signature blocks.  An ISU contract involves mutual commitments between the University and another party that are intended to be binding.

“This Agreement is by and between Iowa State University of Science and Technology (“ISU”), a state-owned institution of higher education organized and existing under the laws of the State of Iowa, and ___________________________.”

Departments/colleges generally are not parties to ISU agreements, but may be mentioned in the following manner: “ISU, on behalf of its Department of ______...“ Narrowing a non-disclosure agreement to a department narrows the requirement of the obligation of confidentiality to a department, unit, college, etc.  This helps limit the disclosure of confidential to a specific project and group rather than all of ISU.    

Principal Investigators generally are not parties to ISU agreements, but may if required by the other party sign ISU agreements as having “read and acknowledged”.  



		“Iowa State University (ISU) is a state institution of higher education governed by the Board of Regents, State of Iowa, pursuant to Iowa Code Chapter 262.”



		There is a strong interest in not creating personal liability for students, PIs, and other project personnel.  The Iowa Tort Claims Act (Iowa Code Chapter 669) affords employees of ISU including faculty, staff, and graduate assistants on appointment protection when they are acting within the scope of their office or employment, but such protection does not generally extend for personal liability such persons may incur.  



		DISCLOSURE (PUBLIC RECORDS)

		As a State entity, ISU is subject to the Iowa Public Records Law (Iowa Code Chapter 22).  Documents produced or held by ISU may be subject to disclosure under that Law.  

See http://www.ur.iastate.edu/records/ for more information.

As a public entity subject to the Iowa Public Records Law (Iowa Code Chapter 22), ISU does not enter into secret agreements and does not consider the existence of an agreement or the identity of the parties to that agreement to be Confidential.  Specific confidential information could be added as an attachment or exhibit to an agreement and that attachment or exhibit could itself be confidential.

If ISU receives an open records request or subpoena seeking confidential information, the entity that provided the confidential information will be notified so the entity can seek a protective order.  ISU considers it the disclosing party’s, and not ISU’s, responsibility to seek any injunctive or other similar relief to further protect Confidential Information.  See also “Equitable Remedies.”

“In the event that the Recipient is required by judicial or other governmental authority to disclose any Information of the Disclosing Party, the Recipient shall promptly notify the Disclosing Party so that the Disclosing Party may pursue appropriate measures to protect the proprietary nature of its Information.  If the Recipient is compelled to disclose such Information in absence of such measures, the Recipient may disclose the Information that is required by judicial or governmental administrative process in a manner that maintains the confidentiality of the Disclosing Party’s Confidential Information to the maximum extent possible without liability hereunder.”





		

		



		PUBLICITY & USE OF NAME

Using a party’s name or trademarks for reasons not directly related to the agreement.

		OTHER PARTY SHOULD NOT USE ISU NAME WITHOUT PRIOR APPROVAL.

“The parties shall not to use the name or trademarks of the other party or the name of any of its employees in any publicity or advertising, including endorsements, without the prior written consent of the other party.  The parties may use the name of the party and its employees for fulfilling any reporting obligations.”

ISU’s Trademark Licensing Office has policies on use of ISU’s name that generally prevent using it for purposes of endorsement, advertising and promotion.  Any clause giving a third party rights to use ISU’s name or marks must indicate that written approval is required from the Trademark Licensing Office.

		 



		As a state entity ISU is subject to public records laws. As a public university receiving public funds it is also important to advise the community and the State Board of Regents of the projects that ISU conducts, including the project name & funding source & amount.



		PUBLICATION

		BE WARY OF PUBLICATION RESTRICTIONS

Limit publication review to identifying the disclosure of confidential information only and define a short period of time for review.  

“The obligation under this section is not intended to prevent ISU from presenting at symposia, national or regional professional meetings, or from publishing in journals, theses or dissertations, or otherwise of their own choosing, methods and results of any project using Confidential Information; provided, however, that Disclosing Party shall have been furnished copies of any proposed publication or presentation at least forty-five (45) days in advance of the submission of such proposed publication or presentation to a journal, editor, or other third party.  The Disclosing Party shall have thirty (30) days after receipt of said copies to review such proposed presentation or proposed publication and redact Confidential Information of Disclosing Party.”

		

		



		PURPOSE 



		NARROWLY DEFINE

NDAs are not intended or designed to address the conduct of actual research activities.  A separate agreement is required to address research activities and the concerns associated with research contracts, including IP, publication, and ownership of data.  

An NDA should narrowly define the purpose confidential information is being shared as any grant of information to another party under an NDA is a license to use the confidential information for the purpose specified in the agreement (i.e., research, evaluation, etc.).  Modifications to the purpose should be mutually agreed upon in writing.  

Information shared pursuant to an NDA should relate to the purpose of the NDA to ensure the obligation of confidentiality is maintained. If confidential information is shared that falls outside of the scope of the non-disclosure agreement the legal protection of confidentiality may not apply.   Modifications to the purpose or scope of the NDA should be mutually agreed upon in writing.     



		

		



		RECORD RETENTION (COPIES)

		ACCEPTABLE

It is customary for non-disclosure agreements to require return or description of Confidential Information upon termination of the term of the NDA. However, it is appropriate for ISU to keep one copy of the Confidential Information for archival purposes.  

“Upon request of the Provider, the Recipient agrees to return or destroy all Confidential Information received from the Provider, except for one copy, which the Recipient may keep solely to monitor its obligations under this Agreement.”

		

		



		REMEDIES

Ways bring a party relief after it is wronged by the other party.

		Remedy clauses should be reviewed carefully as some go beyond what is fair or permitted by Iowa law. 

There are legal and equitable remedies.  Injunctions and specific performance are examples of equitable remedies.  Recovery of money damages is a legal remedy.  Other types of remedies include: liquidated damages, indemnification, acceleration and termination.  See those separate sections within this document.

The agreement should specify what triggers the remedy, and whether there a party has the right to an opportunity to cure before the remedy may be imposed.

		

		



		SEVERABILITY

Parts of the contract are independent of each other, so that if a term in the contract is unenforceable, the contract as a whole will not be unenforceable.

		ACCEPTABLE

“The invalidity or illegality of one or more provisions of this Agreement shall not affect the enforceability of the remaining provisions.”

		“If any portion of this contract is held to be invalid or unenforceable, the remainder shall be valid and enforceable.”

		



		SIGNATURE AUTHORITY

Determining who can bind ISU to an agreement.

		PIs generally do not have authority to sign agreements for ISU.  Refer to: https://apps-universitycounsel.sws.iastate.edu/delegations/.

See also the “Parties” section above.

		When collaborators require a PI signature, PIs may sign as having “read and acknowledged” the agreement.

		



		STATUTE OF LIMITATIONS

Time limits for pursuing a legal remedy when wronged.

		Avoid contract clauses which establish a time limit for pursuing a legal remedy when wronged.  

Such time limits already exist in statutes of limitation (e.g., Iowa Code Chapter 614).  

		Tie any proposed time limit for pursuing a legal remedy when wronged to existing statutes of limitation, including Iowa Code Chapter 614.

		State legislatures have already passed statutes of limitation setting appropriate time limits for pursuing a legal remedy when wronged.



		TERMINATION



		GENERALLY ACCEPTABLE WHEN RECIPROCAL 

A termination clause is a common clause in agreements and, once invoked, results in neither party being required to continue performance under the agreement. In general, the termination clause will permit a party to terminate the agreement but the obligation to maintain the confidentiality of information already shared shall survive termination of the agreement.  

In general, a termination clause should: 

· Grant the same rights to both parties, or otherwise be fair to both parties.

· Have a clearly stated triggering mechanism, specifying whether termination may be for convenience, or only for cause/default, and whether notice must be given a certain number of days (e.g., 30) before termination.

· Require that the information already shared pursuant to the agreement remain confidential as described in the agreement’s confidentiality obligations.  

“Each party agrees that the restrictions and obligations of privacy and confidentiality identified in this Agreement shall survive termination of this Agreement.” 

		

		Consideration must be given to impact of termination, such as interference with ISU obligations to students or collaborators if the Confidential Information shared is still in use. 



		TRADE SECRETS

		EXERCISE CAUTION



Iowa Code Chapter 550 defines “trade secret” as “information, including but not limited to a formula, pattern, compilation, program, device, method, technique, or process that is both of the following: a. Derives independent economic value, actual or potential, from not being generally known to, and not being readily ascertainable by proper means by a person able to obtain economic value from its disclosure or use. b. Is the subject of efforts that are reasonable under the circumstances to maintain its secrecy.”



As a public institution generally promoting the dissemination of information, ISU strongly prefers to not be given trade secrets and does not use trade secrets as a mechanism to protect its IP.

		The Disclosing Party must mark or otherwise clearly identifies trade secrets proposed to be disclosed, and ISU has the right to receive or reject receipt of such information.

		As a public institution generally promoting the dissemination of information, ISU strongly prefers to not be given trade secrets and does not use trade secrets as a mechanism to protect its IP.



		TYPE OF AGREEMENT

Bilateral or mutual confidentiality obligations? 

		Depending upon the nature of the information being shared, and whether both parties will be sharing confidential information, it may be appropriate to consider a bilateral or mutual NDA.  

Bilateral: One-way sharing agreement where only one party is sharing Confidential Information to a second party who is receiving that information. 

Mutual: Two-way sharing agreement where both parties are sharing and receiving Confidential Information involving the same discussion.



		

		If ISU is the Receiving Party and there is a possibility that ISU may share Confidential Information, ensure a bilateral NDA is in place to protect ISU. 



		WARRANTIES

Guaranteeing or ensuring something.



		AVOID



To warrant essentially means ISU would provide collaborator a remedy (of course, at a cost) were ISU’s guarantee/promise not realized.  An example is to warrant that any confidential information which ISU delivers to a partner under the NDA will be accurate.  Another example is to warrant that information shared is not infringing upon any third party rights.   ISU does not generally warrant because practically it is difficult especially with research to be certain that all information will be a certain way or prove to be free of any third-party infringement claims.



See “Disclaimer of Warranty.” 

		

		Agreeing to warranties regarding the nature of the information provided can open ISU to liability if such information is not as warranted.  Because NDAs are for preliminary discussions and no value is being exchanged, they are inappropriate in an NDA and the accuracy of the information can be addressed in any resulting service agreement, etc. if necessary.      
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		[bookmark: _Toc228001899][bookmark: _Toc228069231]ISU OFFICE OF UNIVERSITY COUNSEL



		[bookmark: _Toc228001900][bookmark: _Toc228069232]Contract Basics; Troublesome Clauses

		http://www.universitycounsel.iastate.edu/legal-guidance/contracting



http://www.universitycounsel.iastate.edu/legal-guidance/contracting/trouble-clauses 



		FAR CLAUSES

		Uniform policies for acquisition of supplies and services by executive agencies

		https://acquisition.gov/far/index.html; http://farsite.hill.af.mil/ 



		IOWA LEGAL RESOURCES

		Iowa Code and Administrative Rules

		https://www.legis.iowa.gov/law 



		FEDERAL REGULATIONS

		Code of Federal Regulations (CFR)

		http://www.ecfr.gov/cgi-bin/ECFR?SID=ddb6801613e65c6d30a3bec7dfebc56e&page=browse 



		[bookmark: _Toc228001901][bookmark: _Toc228069233]Iowa Department of Public Health (IDPH) 



		General Conditions

		http://www.idph.state.ia.us/IdphGBP/IdphGBP.aspx 



		FindLaw

		State and federal laws and regulations

		http://caselaw.findlaw.com/



		National Council of University Research Administrators (NCURA)

		An association advancing the field of research administration

		http://www.ncura.edu/ 



		The Federal Demonstration Partnership (FDP) 

		An association of federal agencies, academic research institutions, and research policy organizations that work to streamline the administration of federally sponsored research.

		http://sites.nationalacademies.org/pga/fdp/index.htm



		University-Industry Demonstration Partnership (UIDP)

		An organization of universities and companies who seek to build a stronger relationship between these parties.

		http://sites.nationalacademies.org/pga/uidp/index.htm



		Higher Education Compliance Alliance (HECA) Compliance Matrix

		Comprehensive list of key federal laws and regulations governing colleges and universities

		http://www.higheredcompliance.org/matrix/
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- Did you enjoy the session? Rate it in the Attendee Hub!

*  You'll receive a survey via email about UIDPVirtual at
the end of the week. Please give us your feedback.

University-Industry
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Partnerships
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