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Strategies for Managing 
Confidential Information

The panelists will discuss the considerations for managing 
confidential information in university-industry research 
engagements.  This session will explore what companies and 
colleges consider to be confidential information, what information is 
appropriate to exchange, how each party protects and manages 
the confidential information in its custody and strategies for 
negotiating NDAs.  When should a “master NDA” be considered? 



What is “confidential information?”

What information does each entity consider to be confidential?

• Industry
– Data?
– Materials?
– Company strategy?
– Other?

•

–

–

–

–

–



What is “confidential information?”

How is confidential information the same as or different from:

• Secret information?
• Proprietary information?
• Trade secret information?
• Protected health information?



Strategies to Manage 

Confidential Information

University
• Policy on receiving/sharing 

information
• Non-disclosure terms in contracts
• Non-disclosure agreements

– Term of agreement v. term of 
confidentiality

– Points of contact
• Who can sign?  Approval process?
• Protecting and disposing of third-

party confidential information
• Researcher training
• Students engaged

– Training?

Industry
• Policy on sharing/receiving 

information
• Negotiating non-disclosure terms in 

contracts
• Negotiating non-disclosure 

agreements
– Term of agreement v. term of 

confidentiality
– Points of contact

• Who can sign?  Approval process?
• Researcher training



Confidentiality comes up in lots of ways:
• Material Transfer Agreements

• Data sets

• Health information

• Invention Disclosures

• What are the considerations for “Master NDAs”

•Template NDAs?

Variations
on the
Theme
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